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WWW



Danger! Danger!



Traditional Web Site

● Browser based
● Tightly controlled ecosystem

● UI
● Data
● Interaction



APIs

● Accessed by any number of apps, 
devices, browsers

● Increased threat exposure
● Direct attack on API

● End-user deception attack

● Inadvertent attack



Apps Gone Wild!
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I'm Under Attack!
(A True Story)

●  Customer becoming flooded
●  Looks like a DDoS
●  Identify Attacker
●  Poorly coded app

● distributed to tens of thousands 
of devices





Threat Zones



iPhone App



Charles Proxy

Your Friendly Neighborhood 
Application Spy Tool!

Charles CA Root Certificate: 
http://www.charlesproxy.com/ssl.zip

http://www.charlesproxy.com/



Charles Proxy



SSL



Layered Security



Digital Identity

"a set of claims made by one digital subject 
about itself or another digital subject"

Laws of Identity, Kim Cameron - http://www.identityblog.com/?p=352



Application Identity

apikey=2745529bacf89590115d3657ac9d0442

Use Strong Keys

Laws of Identity, Kim Cameron - http://www.identityblog.com/?p=352



Authentication (AuthN)

"Authentication is the process of confirming 
a claimed identity."

Christopher Logan - http://web.mit.edu/ist/isnews/v20/n02/200206.html



Authentication (AuthN)

● Username/password
● TLS
● HMAC (Hash-based Message Authentication Code)

● WS-Security
● External to API



Authorization (AuthZ)

"Authorization is the act of granting 
permission for someone or something to 
conduct an act. Even when identity and 
authentication have indicated who 
someone is, authorization may be needed 
to establish what he or she is allowed to 
do."

Christopher Logan - http://web.mit.edu/ist/isnews/v20/n02/200206.html



Authorization (AuthZ)

● OAuth
● Security Assertion Markup Language

  (SAML)



OAuth



Oauth
Authorization Code Flow



Oauth
iPhone Custom Schemes



Oauth
Implicit Grant Flow



Oauth
Resource Owner Password 
Credentials Grant



Oauth
Client Credentials Grant



Oauth
Extensions

http://tools.ietf.org/html/draft-ietf-oauth-v2-bearer-19

http://tools.ietf.org/html/draft-ietf-oauth-v2-http-mac-01

http://tools.ietf.org/html/draft-ietf-oauth-saml2-bearer-12

http://tools.ietf.org/html/draft-ietf-oauth-v2-http-mac-01


Cryptography

● Digital Signatures
● Authenticate
● Message Integrity
● Non-repudiation

● Data Encryption



XML Encryption

<?xml version='1.0'?>

<PaymentInfo xmlns='http://example.org/paymentv2'>

  <Name>John Smith</Name>

  <EncryptedData Type='http://www.w3.org/2001/04/xmlenc#Element'

   xmlns='http://www.w3.org/2001/04/xmlenc#'>

    <CipherData>

      <CipherValue>A23B45C56</CipherValue>

    </CipherData>

  </EncryptedData>

</PaymentInfo>



XML Digital Signature

<Signature Id="MyFirstSignature" xmlns="http://www.w3.org/2000/09/xmldsig#">
<SignedInfo>
   <CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
   <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>
   <Reference URI="">
     <Transforms>
       <Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/>
     </Transforms>
     <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>
     <DigestValue>dGhpcyBpcyBub3QgYSBzaWduYXR1cmUK.../DigestValue>
   </Reference>
</SignedInfo>
  <SignatureValue>...</SignatureValue>
  <KeyInfo>
   <X509Data>
     <X509Certificate>MIIB9zCCAWCgAwIBAgIERZwdkzANBgkqhk….</X509Certificate>
   </X509Data>
  </KeyInfo>
</Signature>



Crypto with JSON

Upcoming standards for using signatures and 
encryption with JSON data structures.

http://tools.ietf.org/html/draft-ietf-oauth-json-web-token-04

http://tools.ietf.org/html/draft-ietf-jose-json-web-signature-06

http://tools.ietf.org/html/draft-ietf-jose-json-web-encryption-06

http://tools.ietf.org/html/draft-jones-jose-jws-json-serialization-02

http://tools.ietf.org/html/draft-jones-jose-jwe-json-serialization-02

http://tools.ietf.org/html/draft-ietf-jose-json-web-key-06

http://tools.ietf.org/html/draft-ietf-jose-json-web-algorithms-06



JSON Web Signature
(JWS) 

Payload
{  
   "iss":"joe", 
   "exp":1300819380,
   "http://example.com/is_root":true
}
eyJpc3MiOiJqb2UiLA0KICJleHAiOjEzMDA4MTkzODAsDQ
ogImh0dHA6Ly9leGFtcGxlLmNvbS9pc19yb290Ijp0cnVlfQ

JSON header describing structure and algorithm to use:
{
   "typ":"JWT", 
   "alg":"HS256”
}
eyJ0eXAiOiJKV1QiLA0KICJhbGciOiJIUzI1NiJ9



JSON Web Signature
(JWS) 

JWS Secured Input:
eyJ0eXAiOiJKV1QiLA0KICJhbGciOiJIUzI1NiJ9.e
yJpc3MiOiJqb2UiLA0KICJleHAiOjEzMDA4MTkzODAsDQo
gImh0dHA6Ly9leGFtcGxlLmNvbS9pc19yb290Ijp0cnVlfQ

Base64 encoded HMAC SHA-256 JWS Secured Input:
dBjftJeZ4CVP-mB92K27uhbUJU1p1r_wW1gFWFOEjXk



JSON Web Signature
(JWS) 

Complete JWS representation:

eyJ0eXAiOiJKV1QiLA0KICJhbGciOiJIUzI1NiJ9

.

eyJpc3MiOiJqb2UiLA0KICJleHAiOjEzMDA4MTkzODAsDQ
ogImh0dHA6Ly9leGFt 
cGxlLmNvbS9pc19yb290Ijp0cnVlfQ

.

dBjftJeZ4CVP-mB92K27uhbUJU1p1r_wW1gFWFOEjXk



JSON Web Signature
(JWS) 

JSON Web Signature JSON Serialization (JWS-JS):
{
  "recipients": [{
    "header": "eyJhbGciOiJSUzI1NiJ9",
    "signature": "dBjftJeZ4CVP-
mB92K27uhbUJU1p1r_wW1gFWFOEjXk""}],

  "payload": 
"eyJpc3MiOiJqb2UiLA0KICJleHAiOjEzMDA4MTkzODAsD
QogImh0dHA6Ly9leGFtcGxlLmNvbS9pc19yb290Ijp0cnV
lfQ"
}



JSON Web Encryption
(JWE) 

{"alg":"RSA-OAEP", "enc":"A256GCM"}
eyJhbGciOiJSU0EtT0FFUCIsImVuYyI6IkEyNTZHQ00if

Content Master Key as Encoded JWE Encrypted Key

M2XxpbORKezKSzzQL_95-
GjiudRBTqn_omS8z9xgoRb7L0Jw5UsEbxmtyHn2T71m 
rZLkjg4Mp8gbhYoltPkEOHvAopz25-
vZ8C2e1cOaAo5WPcbSIuFcB4DjBOM3t0UA 
O6JHkWLuAEYoe58lcxIQneyKdaYSLbV9cKqoUoFQpvKWYRHZ
bfszIyfsa18rmgTjzrtLDTPnc09DSJE24aQ8w3i8RXEDthW9
T1J6LsTH_vwHdwUgkI-tC2PNeGrnM-dNSfzF3Y7-
lwcGy0FsdXkPXytvDV7y4pZeeUiQ-0VdibIN2AjjfW60
nfrPuOjepMFG6BBBbR37pHcyzext9epOAQ

48V1_ALb6US04U3b

Header:

CMK:

IV:



JSON Web Encryption
(JWE) 

"Additional Authenticated Data" Parameter

eyJhbGciOiJSU0EtT0FFUCIsImVuYyI6IkEyNTZHQ00ifQ.

M2XxpbORKezKSzzQL_95-GjiudRBTqn_omS8z9xgoR
b7L0Jw5UsEbxmtyHn2T71m rZLkjg4Mp8gbhYoltPk
EOHvAopz25-vZ8C2e1cOaAo5WPcbSIuFcB4DjBOM3t0UA 
O6JHkWLuAEYoe58lcxIQneyKdaYSLbV9cKqoUoFQpvKWYRHZ
bfszIyfsa18rmgTjzrtLDTPnc09DSJE24aQ8w3i8RXEDthW9
T1J6LsTH_vwHdwUgkI-tC2PNeGrnM-dN SfzF3Y7-
lwcGy0FsdXkPXytvDV7y4pZeeUiQ-
0VdibIN2AjjfW60nfrPuOjepMFG 
6BBBbR37pHcyzext9epOAQ.

48V1_ALb6US04U3b



JSON Web Encryption
(JWE) 

Payload:

Live long and prosper.

AES GCM (CMK, IV, Additional data)

Encoded JWE Ciphertext:
_e21tGGhac_peEFkLXr2dMPUZiUkrw

Encoded JWE Integrity Value (authentication tag):
7V5ZDko0v_mf2PAc4JMiUg



JSON Web Encryption
(JWE) 

Compact Serialization:

eyJhbGciOiJSU0EtT0FFUCIsImVuYyI6IkEyNTZHQ00ifQ.

M2XxpbORKezKSzzQL_95-GjiudRBTqn_omS8z9xgoRb7L0Jw5UsE
bxmtyHn2T71m rZLkjg4Mp8gbhYoltPkEOHvAopz25-vZ8C2e1cOaAo
5WPcbSIuFcB4DjBOM3t0UAO6JHkWLUAEYoe58lcxIQneyKdaYSLb
V9cKqoUoFQpvKWYRHZbfszIyfsa18rmgTjzrtLDTPnc09DSJE24aQ8
w3i8RXEDthW9T1J6LsTH_vwHdwUgkI-tC2PNeGrnM-dN SfzF3Y7-
lwcGy0FsdXkPXytvDV7y4pZeeUiQ-0VdibIN2AjjfW60nfrPuOjepMFG
6BBBbR37pHcyzext9epOAQ.

48V1_ALb6US04U3b.

_e21tGGhac_peEFkLXr2dMPUZiUkrw.

7V5ZDko0v_mf2PAc4JMiUg



JSON Web Encryption
(JWE) 

{
  "recipients": [{
    "header": 
"eyJhbGciOiJSU0EtT0FFUCIsImVuYyI6IkExMjhDQkMrSFMy
NTYifQ",

    "encrypted_key": "M2XxpbORKezKSzzQL_95-
GjiudRBTqn_omS8z9xgoRb7L0Jw5UsEbxmtyHn2T71m 
rZLkjg4Mp8gbhYoltPkEOHvAopz25-vZ8C2e1cOaA..",

    "integrity_value": "7V5ZDko0v_mf2PAc4JMiUg"
}],

  "initialization_vector": "48V1_ALb6US04U3b",

  "ciphertext": "_e21tGGhac_peEFkLXr2dMPUZiUkrw"
}



Questions?

We're Hiring!


