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Danger! Danger!

]
o

DANGER
WILL
ROBINSON!!




Traditional Web Site

e Browser based

 Tightly controlled ecosystem
e Ul
» Data
* Interaction




APls

* Accessed by any number of apps,
devices, browsers

 Increased threat exposure
 Direct attack on API
* End-user deception attack
* Inadvertent attack




Apps Gone Wild!




I'm Under Attack!

(A True Story)

* Customer becoming flooded



I'm Under Attack! =~

(A True Story)

* Customer becoming flooded
* Looks like a DDoS




I'm Under Attack! -~

(A True Story)

* Customer becoming flooded
* Looks like a DDoS
* |dentify Attacker




I'm Under Attack!

(A True Story)

* Customer becoming flooded
* Looks like a DDoS
 |dentify Attacker

* Poorly coded app

e distributed to tens of thousands
of devices
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TRUST NO ONE
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iIPhone App

@ Asci Find
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Replace & Find Previous Mext
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Charles Proxy

Your Friendly Neighborhood
Application Spy Tool!

http://www.charlesproxy.com/

Charles CA Root Certificate:
http://www.charlesproxy.com/ssl.zip



Charles Proxy
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Charles 3.6.5 - Session 1 *

Boidladicl Sequence |
| v & http:/ /fizzer
v i v1/
v @ user/
/L index5.php

b | http://safebrowsing.clients.google.cor
& @ http://safebrowsing-cache_google.cor

HTTP/1.1 403 Ferbidden
X-Powered-By: PHP/5.3.13
Content-type: text/html
Transfer-Encoding: chunked

Server: Mashery Proxy

|-Ovenriew Request [ i=a:00E= Summary = Chart | MNotes
Date: Tue, 22 May 2012 01:53:43 GMT
{"error":{"code":403,"message":"Not Authorized"}}
| Headers | Text Hex HTML | JSON | JSON Text [Eid)

< CONMECT https:/ na3 salesforce.comi443

Ll
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SSL







Digital ldentity

"a set of claims made by one digital subject
about itself or another digital subject”

“Your identity is your
most valuable
possession. Protect it
And if anything goes
WO, Lse your
poners M

- Elastigirl

m‘.
m Laws of Identity, Kim Cameron - http://www.identityblog.com/?p=352



Application Identity

apikey=2745529bacf89590115d3657ac9d0442

Use Strong Keys

“Your identity is your
most valuable
possession. Protect it
And if anything goes
WO, Lse your
poners M

- Elastigirl

m‘.
m Laws of Identity, Kim Cameron - http://www.identityblog.com/?p=352



Authentication (AuthN)

"Authentication is the process of confirming
a claimed identity."

m‘.
m Christopher Logan - http://web.mit.edu/ist/isnews/v20/n02/200206.html
MASHERY



Authentication (AuthN)

« Username/password
¢ TLS

o | MAC (Hash-based Message Authentication Code)

« WS-Security
 External to API




Authorization (AuthZ)

"Authorization is the act of granting
permission for someone or something to
conduct an act. Even when identity and
authentication have indicated who
someone is, authorization may be needed
to establish what he or she is allowed to
do."

¢
m:;n Christopher Logan - http://web.mit.edu/ist/isnews/v20/n02/200206.html
MASHERY



Authorization (AuthZ)

« OAuth
» Security Assertion Markup Language
(SAML)



OAuth




Oauth

Authorization Code Flow

R +
| resource |
| owner |
| |
e +
N
|
(B)
kbl ot + Client Identifier it e &
| -+----(A)-- & Redirection URI ----3>| |
| User- | | Authorization |
| Agent -+----(B)-- User authenticates --->| Server |
| | I I
| -+----(C)-- Authorization Code ---<| |
e R et = T +
| | g
(A) (C) I
I | I
A W |
p e TR R + |

|=<==(D)== Authorization Cofe ==--=---==
Client | & Redirection URI

) |€===(E)===-~~ Access Token -----srcveccccannn-
.“\:Si‘ e i + (w/ Optional Refresh Token)



Oauth

iPhone Custom Schemes

Key Type Value
Localization native development region 5tring £n
Bundle display name 5tring HPRODUCT _MAME}
Executable file 5tring MHEXECUTABLE_MAME}
lcon file String
Bundle identifier String com.tutsplus.mobile S{PRODUCT _NAM
InfoDictionary version 5tring B.0
Bundle name 5tring HPRODUCT _MAME}
Bundle OS Type code String APPL
Bundle versions string, short String 1.0
Bundle creator OS5 Type code String e
URL types s O Amay (1 item)
¥ ltem 0 Diction.. (2 items)
URL identifier String com.tutsplus.mobile Receiver
¥ URL 5chemes Array (1 item)
[tem 0 5tring readtext
Bundle version 5tring 1.0
Application requires iPhone environmer Boolean YES
Main nib file base name String MainWindow
b Supported interface orientations Array (3 items)




Oauth

Implicit Grant Flow

[ i +

| Resource |

| Owner |

| |

SR +

M
|
(B)

Fommm | mmm + Client Identifier +
| -+----(A)-- & Redirection URI --->|
| User- | |
| Agent -|----(B)-- User authenticates -->|
| | |
| |<---(C)--- Redirection URI ----<|
| | with Access Token +
| | in Fragment

| | %
| | ----(D)--- Redirection URI ---->|
| | without Fragment |
| | |
| (F) |<---(E)------- Script --------- <|
l l <
L +

Authorization
Server

Web-Hosted
Client
Resource



Oauth

Resource Owner Password
Credentials Grant

——————————

Owner

nnnnnnnnnn

wwwwwwwww

Client

nnnnnnnnn

.I.

|>--(B)---- Resource Owner ------- >
Password Credentials |

|

|¢--(C)---- Access Token --------- <|
(w/ Optional Refresh Token) |

.I.

nnnnnnnnnnnnn

Authorization
server

nnnnnnnnnnnnnnn




Oauth

Client Credentials Grant

>--(A)- Client Authentication --->

<--(B)---- Access Token --------- <

HHHHHHHHHHHHHHH

Authorization
Server




Oauth

Extensions

nttp://too
nttp://too

nttp://too

s.ietf.org/
s.ietf.org/

s.ietf.org/

Ntm

Ntm

Ntm

/draft-ietf-oaut
/draft-ietf-oaut

/draft-ietf-oaut

n-v2-bearer-19

N-v2-http-mac-01

n-saml2-bearer-12


http://tools.ietf.org/html/draft-ietf-oauth-v2-http-mac-01

Cryptography

* Digital Signatures
* Authenticate
* Message Integrity
* Non-repudiation

» Data Encryption



XML Encryption

<?xml version='1.0"?>
<Paymentinfo xmIns='http://example.org/paymentv2'>
<Name>John Smith</Name>
<EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element’
xmins="http://www.w3.0rg/2001/04/xmlenc#'>
<CipherData>
<CipherValue>A23B45C56</CipherValue>
</CipherData>
</EncryptedData>
</Paymentinfo>



XML Digital Signature

<Signature Id="MyFirstSignature" xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<Signedinfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-sha1"/>
<Reference URI="">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#sha1"/>
<DigestValue>dGhpcyBpcyBub3QgYSBzaWduYXR1cmUK.../DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>...</SignatureValue>
<Keylnfo>
<X509Data>
<X509Certificate>MIIB9zCCAWCgAwIBAgIERZwdkzANBgkghk....</X509Certificate>
</X509Data>
</Keylnfo>
</Signature>



Crypto with JSON

Upcoming standards for using signatures and
encryption with JSON data structures.

http://tools.ietf.org/html/draft-ietf-oauth-json-web-token-04
http://tools.ietf.org/html/draft-ietf-jose-json-web-signature-06
http://tools.ietf.org/html/draft-ietf-jose-json-web-encryption-06
http://tools.ietf.org/html/draft-jones-jose-jws-json-serialization-02
http://tools.ietf.org/html/draft-jones-jose-jwe-json-serialization-02
http://tools.ietf.org/html/draft-ietf-jose-json-web-key-06
http://tools.ietf.org/html/draft-ietf-jose-json-web-algorithms-06



JSON Web Signature
(JWS)

Payload

{
"iSS":"jOe",
"exp":1300819380,
"http://example.com/is_root":true

}
eyJpc3MiOidgb2UILAOKICJleHAIOjJEzZMDA4MTkzODAsDQ

oglmhOdHABLY9IeGFtcGxILmNvbS9pc19yb290ljpO0cnVIfQ

JSON header describing structure and algorithm to use:

{
"typ" : "JWT" ,

"alg":"HS256"
}
m eyJOeXAl O JKV1Q LAOKI ClhbGeci G JI Uzl 1IN J9

MASHERY



JSON Web Signature
(JWS)

JWS Secured Input:

eyJ0eXAl G JKV1Q LAOKI ClhbGeci G JI Uzl 1IN J9. e
yJpc3MiOiJgb2UiILAOKICJleHAIOJEzMDA4MTkzODAsDQo
glmhOdHAGLY9le GFtcGXILmNvbS9pc19yb290I1jp0cnVIfQ

Base64 encoded HMAC SHA-256 JWS Secured Input:
dBj ft JeZ4CVP- nB92K27uhbUJUlplr wWWLgFWFCE] Xk



JSON Web Signature
(JWS)

Conpl ete JW5 representation:

eyJOeXAl O JKV1Q LAOKI ClhbGeci G JI Uzl 1IN J9

eyJpc3M Q Jgb2U LAOKI CJI eHAI Q EzMDAAMI'kz ODAs DQ
ogl MhOdHAGLY9Il eG-t
c&xl LmN\vbS9pc19yb2901 | pOcnVI f Q

dBj f t JeZ4CVP- nB92K27uhbUJULplr wWWLgFWFOE] Xk



JSON Web Signature
(JWS)

JSON Web Signature JSON Serialization (JWS-JS):
{

"recipients":
"header": "eyJhbGci G JSUzI 1Ni J9",
"signhature": "dBjftJeZ4CVP-
nBO2K27uhbUJUlplr WM gFWFOE) Xk" "} ],

"payl oad":
"e Jp c3M QO qu2U| LAOKI CJI eHAI  EzVDAAMTkz ODAsD
Qogl MOdHAGLY 9l eGFt cGxl LniNvbS9pc19yb2901 ) pOcnV
11 Q'



JSON Web Encryption

(JWE)

Header:

CMK:

{"alg":"RSA-OAEP", "enc":"A256 GCM"}
eyJhbGci O JSUOEt TOFFUC sl mVuYy! 61 kEyNTZHQOOi f

Content Master Key as Encoded JVE Encrypted Key

M2XXPbORKezKSzzQL_ 95-

G i udRBTgn_on8z9xgoRb7L0OJWsUsEbxnmt yHN2T71m

r ZLk) g4Mp8gbhYol t PKEOHvAopz25-
vZ8C2elc0aAo5WPchSI uFcB4D BOVBt OUA
O6JHKWLUAEY0e58I1 cxl neyKdaYSLbV9cKqgoUoFQov KWYRHZ
bf szl yf sal8rngTj zrt LDTPnc09DSIE24a(@Bw3i SRXEDt h\W)
T1J6LsTH vwHdwUgkl -t C2PNeG nM dNSf zF3Y7-

| weGyOFsdXkPXyt vDV7y4pZeeU Q 0Vdi bl N2A] | f W60

nfr PuQ epM~GGBBBbR37pHcyzext 9epQAQ

48V1_ALb6US04U3b



JSON Web Encryption
(JWE)

"Addi ti1 onal Aut henticated Data" Paraneter
eyJhbGeci G JSWEt TOFFUCI sl nVuYyl 61 KEyNTZHQOO0i f Q

M2XXPbORKezKSzz(QL 95- G 1 udRBTgn_ont8z9xgoR
b7LO0JWSUsEbxnt yHN2T71m r ZLkj g4Mp8gbhYol t Pk
EOHvAopz25- vZ8C2elcCaAo5WPchSI uFcB4D BOVBt OUA
6 JHKWLUAEYo0e58I cxI QneyKdaYSLbVIcKgoUoFQov KWYRHZ
bf szl yf sal8rngTj zrt LDTPnc09DSIE24a(@Bw3i 8RXEDt h\\D
T1J6LsTH vwHdWUgk! -t C2PNeG nM- dN Sf zF3Y7-

| weGyOFsdXkPXyt vDV/y4pZeeU

OVvdi bl N2Aj j f WeOnf r PuQ epM-G

6BBBbR37pHcyzext 9epQAQ.

48V1_ ALb6US04U3b



JSON Web Encryption
(JWE)

Payload:
Live long and prosper.
AES GCM (CMK, IV, Additional data)

Encoded JWE C phertext:
_e21t GGhac_peEFKLXr 2dMPUZI Ukr w

Encoded JVE Integrity Value (authentication tag):
7V52Dko0v_nf 2PAc4JM Ug



JSON Web Encryption
(JWE)

Compact Serialization:

eyJhbGciOiJSUOEITOFFUCISIMVuYyI6IKEYNTZHQOO0IfQ.

M2XXpbORKezKSzzQL_ 95-GjiudRBTgn_omS8z9xgoRb7L0Jw5USE
bxmtyHNn2T71m rZLkjg4Mp8gbhYoltPKEOHVA0pPz25-vZ8C2el1cOaAo
5WPcbSIuFcB4DjBOM3tOUAOG6JHKWLUAEYoe58IcxIQneyKdaYSLb
VIcKgoUoFQpvKWYRHZDbfszlyfsal8rmgTjzrtLDTPncO9DSJE24aQ8
w3iIBRXEDthW9T1J6LsTH vwHdwUgkI-tC2PNeGrnM-dN SfzF3Y7-
lwcGyOFsdXkPXytvDV7y4pZeeUiQ-0VdibIN2AjifWe0nfrPuOjepMFG
6BBBbR37pHcyzext9epOAQ.

48V1 AlLb6US04U3Db.
_e21tGGhac_peEFKLXr2dMPUZiUKrw.

ﬁVSZD koOv_mf2PAc4JMiUg

MASHERY



JSON Web Encryption
(JWE)

"recipients": [{
"header":
"eyJhbGciOIJSUOELTOFFUCISImMVuYyI6IKEXMhDQKMrSFMy
NTYifQ",

"encrypted_key": "M2XxpbORKezKSzzQL_95-
GjiudRBTgn_omS8z9xgoRb7L0JwS5UsSEbxmtyHN2T71m
rZLkjg4Mp8gbhYoltPKEOHVAopz25-vZ8C2elcOaA..",

"Integrity_value": "7V5ZDko0v_mf2PAc4JMiUg"
it

"Initialization_vector": "48V1_ALb6US04U3b",
"ciphertext": " e21tGGhac_peEFKLXr2dMPUZiUKkrw"



Questions?

T

MASHERY

We're Hiring!
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